 





Supplier Information Security Questionnaire

This assessment has been issued by COORDINARE to evaluate the information security controls implemented by your organisation as part of the services provided to COORDINARE. Upon completion, COORDINARE will determine the adequacy of your Information Security Management or request further information if required. Please note that any deliberate false statements in this assessment may disqualify your organisation from providing or tendering for services.
	General Information

	Vendor Name
	

	Product/Service Name
	

	Contact Person and Details
	

	Date
	

	Brief Description of Service/Product
	

	1. ISO27001 Certification and Data Residency – If your organisation is ISO27001 accredited and data resides in Australia, please complete only this page of the assessment and attach a copy of your certificate along with your Statement of Applicability.

	2. Is your data stored in Australia?
3. 

	4. ☐  Yes
	5. ☐  No (If ‘No’ then please list countries where data is stored): 

	6. If your organisation is ISO27001 accredited, please complete only this page of the assessment and attach a copy of your certificate along with your Statement of Applicability. Our organisation is ISO 27001 accredited, and evidence has been provided:

	7. ☐  Yes
	8. ☐  No (If ‘No’ then complete and return the full assessment)



	
Technical Controls
9. 
	Response Y/N
	Evidence/Details

	10. Is Single Sign-On (SSO) enabled for user access to systems storing COORDINARE data?
If yes, describe the SSO solution in use. If no, explain how user access is managed.
11. 
	
	

	12. Is Multi-Factor Authentication (MFA) enabled for user access to systems storing COORDINARE data?
If yes, describe the MFA methods in use. If no, explain alternative authentication controls.
13. 
	
	

	14. Does your organisation have a documented password policy for systems storing COORDINARE data?
If yes, provide a brief overview of minimum requirements and reset procedures. If no, describe how password security is managed.
15. 
	
	

	Is COORDINARE data encrypted both in transit and at rest within your environment?
If yes, specify the encryption standards used. If no, describe how data protection is ensured.

	
	

	Are access controls in place to prevent unauthorized access to COORDINARE data?
If yes, outline the access control measures. If no, explain how data is safeguarded.

	
	

	16. Are Data Loss Prevention (DLP) technologies or endpoint security solutions used to protect COORDINARE data?
If yes, describe the technologies in use. If no, explain alternative protective measures.
17. 
	
	

	18. Is there a documented backup procedure for COORDINARE information, including defined retention periods?
If yes, provide a summary of the backup process. If no, describe how data is protected against loss.
19. 
	
	

	20. Are backups of COORDINARE data encrypted?
If yes, specify the encryption methods. If no, explain how backup data is secured.
21. 
	
	

	22. Are backups regularly tested for restoration?
If yes, indicate the frequency of testing. If no, describe how restoration capability is assured.
23. 
	
	

	24. Is a firewall in operation to restrict network traffic to/from systems storing or processing COORDINARE information?
If yes, describe the firewall solution. If no, explain how network security is managed.
25. 
	
	
	
	
	

	
	
	

	
	
	



	Organisational Controls 
	Response Y/N
	Evidence/Details

	Does your organisation have a documented Information Security policy?
If yes, provide a brief overview and date of last review. If no, describe how security is managed.

	
	

	26. Are staff regularly informed of changes to security policies?
If yes, describe the communication process. If no, explain how staff are made aware of security requirements.
27. 
	
	

	28. Is there a documented incident response plan for information security incidents?
If yes, provide a summary and date of last test or update. If no, describe how incidents are managed.
29. 
	
	

	Is there a process for notifying COORDINARE of suspected or actual data breaches?
If yes, outline the notification procedure. If no, explain how breaches would be communicated.

	
	

	30. Has your organisation undergone any recent third-party security audits or penetration tests?
If yes, provide summaries or reports. If no, describe how security is independently assessed.
31. 
	
	

	32. Are subcontractors or third-party service providers subject to similar security audits?
If yes, describe the audit process. If no, explain how third-party risks are managed.
33. 
	
	

	34. Are Data Loss Prevention (DLP) technologies or endpoint security solutions used by subcontractors or third-party providers?
If yes, describe the technologies in use. If no, explain alternative protective measures.
35. 
	
	

	36. Are vulnerabilities in your product or service regularly monitored, detected, and remediated?
If yes, indicate the frequency of vulnerability scans or assessments. If no, describe how vulnerabilities are managed.
37. 
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